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Securing and managing the cloud foundation

SHARED RESPONSIBILITYMICROSOFTõS COMMITMENT

Physical assets

Datacenter operations

Cloud infrastructure

Securing and managing your cloud resources

Virtual machines, networks 
& services

Applications

Data

VARIES ACROSS IAAS, PAAS, SAAS

Cloud security is a shared responsibility
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Service responsibility matrix
Azure IaaS
Infrastructure as a Service

Azure PaaS
Platform as a Service

Office 365
Software as a Service (SaaS)

On Premises 
Security Dependencies

1. SECURITY STRATEGY, GOVERNANCE, AND OPERATIONALIZATION: Provide clear vision, standards, and guidance for your organization

2. ADMINISTRATIVE CONTROL:Defend against the loss of control of your cloud services and on-premises systems

3. DATA: Identify and protect your most important information assets

4. USER IDENTITY AND DEVICE SECURITY: Strengthen protection for accounts and devices

5. APPLICATION SECURITY: Ensure application code is resilient to attacks

6. NETWORK: Ensure connectivity, isolation, and visibility into anomalous behavior

7. OPERATING SYSTEM AND MIDDLEWARE:Protect integrity of hosts

8. PRIVATE OR ON-PREMISES 

ENVIRONMENTS: Secure the 

foundation



http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
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Abundance of Azure services
Web & MobileCompute

Virtual Machines

Cloud Services Mobile Apps

Content 

Delivery 

Network

Networking

Traffic Manager

ExpressRoute

Virtual Network

Data & Storage

File Storage

Table Storage

Queue Storage

StorSimpleLoad Balancer

Containers

Container 

Registry

Azure DNS

Application 

Gateway

Other services

Backup

Azure AD Site Recovery

Azure AD DS

MFA

Azure Security 

Center

Key Vault

Network WatcherAutomation

Virtual Machine 

Scale Sets

Container 

Service

Blob Storage

Disk Storage

Web Apps

Logic Apps

Azure B2C

Log Analytics

Azure Advisor

Azure Monitor
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Identity and Access 

Management



Overview of Azure Active Directory
ÅMicrosoft -managed 

ÅA platform as a service offering

ÅMultitenant by design

ÅEmploys internet-friendly protocols ( OAuth 2.0, 

OpenID, WS-*)

ÅSupports users, groups, applications, and devices

ÅNo organizational units, No GPO-based 

computer or user management Includes built -in 

MFA support

ÅNo support for forests:

ÅRelies on federations to extend scope of authentication



Multi-factor for time-bound elevation



Admin roles and scope


