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Cloud security Is a shared responsibility
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SHARED RESPONSIBILITY

Securing and managing the cloud foundation Securing and managing your cloud resources
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Service responsibility matrix

On Premises Azure laaS Office 365
Security Dependencies Infrastructure as a Service Software as a Service (SaaS)
1. SECURITY STRATEGY, GOVERNANCE, AND OPERATIONALIZATIORTrovide clea ganization

2. ADMINISTRATIVE CONTROL: Defend against the loss of control of your cloud servi
|

3. DATA: Identify and protect your most important information assets

i
4. USER IDENTITY AND DEVICE SECURITYStrengthen protection for accounts and d

i
5. APPLICATION SECURITYEnsure application code is resilient to attacks

6. NETWORK: Ensure connectivity, isolation, and visibility into anomalous behavior

7. OPERATING SYSTEM AND MIDDLE

AREProtect integrity of hosts

8. PRIVATE OR ONPREMISES
ENVIRONMENTS: Secure the
foundation
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Azure Compliance
The largest compliance portfolio in the industry
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http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/

Abundance of Azure services

Compute Networking Data & Storage Web & Mobile

Web Apps
Mobile Apps

Virtual Machines Virtual Network Disk Storage

Virtual Machine
Scale Sets

Azure DNS Blob Storage

Application
Gatewa

Cloud Services File Storage

Containers

Traffic Manager Queue Storage

Container

Registry ExpressRoute

Table Storage Content
Delivery

Container Network

Service

Load Balancer

StorSimple

Other services
Azure AD

Site Recovery Key Vault
Log Analytics Network Watcher
Azure Monitor .

_ Azure Security
Azure Advisor J Center ) |
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Azure AD DS Automation

Azure B2C Backup
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ldentity and Access
Management

macedonian.net user group azuresaturday.mk ’\'j~




Overview of Azure Active Directory

AMicrosoft-managed

Microsoft Azure R Search resources, services, and docs

AA platform as a service offering B —

+
AMultitenant by design y e «
N

& Switch directory I Delete directory

O Overview ] i
grozdanaovdlive.onmicrosoft.com

AEmploys internet-friendly protocols (OAuth 2.0, o .
OpenID, WS*) ‘ U z::gtlrecetlon

Manage
Users Sign-ins

ASupports users, groups, applications, and devices - . c...

8E Organizational relationships

ANo organizational units, No GPO-based T —

. . i Enterprise applications Start 2 free trial
computer or user management Includes built-in - _ | 7"
M FA Su pport ¥ App registrations
% App registrations (Legacy) What's new in Azure AD
AN O S u p p O rt fo r fo reStS . [ 8 Identity Governance Stay up to date with the latest release notes and blog
) ¥ Application proxy 24 entries since January 20, 2019. View archive &
A Relies on federations to extend scope of authentication © G Licenses S o e st

AzZure AD Connect

-
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Multi-factor for timebound elevation

- Azure MFA supplies added security for your

identities by requiring two or more elements What is Multi-Factor Authentication

for full authentication

1. USERS SIGN IN FROM ANY DEVICE 2. USERS MUST ALSO AUTHENTICATE

- These elements fall into three categories: per b USING THEIR PHONE OR MOBILE

-+ Something you know: password or answer to security

question DDDD
-+ Something you possess: mobile app or token device .
- Something you are: biometric property such as 'lg,:,' ~_ S;,' e @ Micosoft Azure- ?&,
fingerprint On-renies ey Suercan
- Using Azure MFA increases identity security — awmomsens e
by limiting the impact of credential exposure
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Admin roles and scope
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